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Greetings all,
Hope you all are keeping well?

A few updates to share

Do you use uv (a fast package and project manager), rather than pip, piptools etc in other
environments? You will now find that it is in the AIX toolbox!

You can now explore the Agenda for TechXChange 2026 (See Link). Sadly it is looking as
if there is very little Power (on prem); AIX, i; PowerHA; GPFS...on the Agenda...Will have
to see if we can change this.

The IBM Power / AIX Maps have been updated

Link

Looking to simplify troubleshooting?? Centralised log collection for AIX LPARs and HMC
Link

Thinking about PowerVC? It has now been simplified with the introduction of the
PowerVC Virtual Applicance, with all the required software in a single deployable image.
Chris Gibson has published a comprehensive blog.

Link

Quick bites

AIX 7.3 TL4 is now available
This release adds new capabilities designed to increase availability, contribute to workload
performance, strengthen security, and leverage open technology for administration
efficiency.
* AIX network throughput and scalability are improved on multi-core LPARSs,
enabling more efficient handling of high packet rates
* AIX BPF performance has been enhanced to scale better with multi-queue network
drivers.
* AIX 7.3 TL4 introduces a tech preview for NVMe over TCP storage connectivity
with physical networking assigned to the LPAR.
e AIX 7.3 TL4 adds support for a maximum of 256 cores and 2048 HW threads per
LPAR.
* perfpmr tool installed by default
* Failover times to redundant fibre paths reduced
* The AIX LDAP Client is enhanced to work with user and group accounts on
Windows AD without Windows Services for Unix (SFU) support
* OpenSSL 3.5 with quantum safe encryption is provided as a tech preview
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* The fcstat command is enhanced to display IO latency statistics in various layers
such as SAN, fibre channel adapters, the VIOS, and the Power hypervisor for virtual
paths

* Important ansible module updates and more examples

* Updates to the AIX toolbox

There have also been a number of important updates in AIX LKU

* In many configurations, the blackout time is likely reduced

* Performance and accuracy in timing estimate improved

* compatible with the AIX physical volume encryption

For further information:
Link
Readme
Updates

IBM PowerHA SystemMirror 7.2.10
The following updates:
» Site specific IP automatic update upon a PowerHA SE cluster restarting via VMRM
DR at alternate site
* PowerHA supports AIX LKU for Technical Levels, expanding beyond service packs
and efixes
* NVMe repository disk support
* GUI is updated with the latest open-source packages
e IBM VM Recovery Manager: 1.9 SP 1

VMRM Support for SAP S4 ECC

The following updates:
* Policy Based Replication (PBR) Scalability support for more than 20 TB
*  Support for VIOS nodes up to 32
* Backup and restore snapshots with safeguarded policy

Redbooks and Redpapers

High Availability and Disaster Recovery Solutions on IBM Power Virtual Server,
Redbooks, published 17 July 2026

Link

The Definitive Guide to IBM Storage FlashSystem and AIX Integration, Redbooks,
published 16 July 2026

Link

Modernising IBM i Applications, Redbooks experience, published 11 July 2026

Link

IBM alerts and notices

AIX alerts:
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* New Microcode for Firmware 1060 ... 1060.72

The latest service pack 1060.72 is available for system firmware levels, 01MH1060,

01ML1060 and MM 1060.

Fixes for:
CVE-2026-11885
CVE-2026-4932 requires re-IPL)
CVE-2026-7868
CVE-2026-8058

Hardware
Informational IBM Power E1050 (9043-MRX)
Informational IBM Power 1.1022 (9786-22H)
Informational IBM Power 1.1024 (9786-42H)
Informational IBM Power S1014 (9105-41B)
Informational IBM Power S1022 (9105-22A)
Informational IBM Power S1022s (9105-22B)
Informational IBM Power System S1012 (9028-21B)
Informational Power System E1080 Server (9080-HEX)

Link

* New Microcode for Firmware 950 .. 950.H2

The latest service pack 950.H2 is available for system firmware levels, 01VH950,

01VM950 and 01VL950.

Fixes for:
CVE-2026-11885

Hardware
Informational IBM Power System S914 (9009-41G)
Informational Power System E950 Server (9040-MR9)
Informational Power System E980 Server (9080-M9S)
Informational Power System H922 Server (9223-22H)
Informational Power System H922 Server (9223-22S)
Informational Power System H924 Server (9223-42H)
Informational Power System H924 Server (9223-42S)
Informational Power System L.922 Server (9008-22L)
Informational Power System S914 Server (9009-41A)
Informational Power System S922 Server (9009-22A)
Informational Power System S922 Server (9009-22G)
Informational Power System S924 Server (9009-42A)
Informational Power System S924 Server (9009-42G)

Link

AIX HIPERs:
* APAR 1J57855 Some FC adapters may not recover from temporary SAN errors
Some FC adapters may not recover from temporary SAN errors
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Description
Certain fibre channel adapters may not recover from SAN errors that would
normally cause only temporary link down events.
Affected adapters include any that use the cvfcdd driver. Identify if these
adapters are in use by the VIOS or AIX partition by running the following as
root:
Isdev -c adapter | grep fcs | grep 7710
or
odmget -q ddins=pci/cvfcdd CuDv
This issue can occur when SFP monitoring or 'fcstat -e' command is executed before
a link transition (link up or link down). As a result, environments that regularly run
'fcstat -e' to collect adapter statistics are at higher risk of encountering the problem.
Once triggered, the adapter remains in a link-down state and recovery may require an
LPAR reboot.
As a temporary workaround until the corrective fix is applied, avoid running 'fcstat
-e' and SFP-monitoring utilities on systems equipped with affected adapters.
Affected Versions

AIX 7.2 TLO5
AIX 7.3 TL0O4/TL03/TLO02
VIOS 4.1.2/4.1.1/4.1.0
Link
AIX alerts:

Multiple vulnerabilities impact AIX due to CURL libcurl (CVE-2026-10536,

CVE-2026-11856, CVE-2026-8286, CVE-2026-8458, CVE-2026-8924,

CVE-2026-8927, CVE-2026-8932, CVE-2026-9547).

Summary
Multiple vulnerabilities in the curl/libcurl are related to use-after-free, reusing
an invalid connection, bypass Public Suffix List checks, improper host key
validation and invalid authorisation.

Vulnerability Details
CVE-2026-10536 - A use-after-free vulnerability exists in libcurl when an
application configures an HTTP/2 stream-dependency tree via
"CURLOPT_STREAM_DEPENDS" or
"CURLOPT_STREAM_DEPENDS_E", subsequently invokes
“curl_easy_reset()’, and finally terminates the handle with
“curl_easy_cleanup()". During this final cleanup phase, libcurl attempts to
access and modify an internal structure that was already freed during the reset
operation.
CVE-2026-11856 - Successfully using libcurl to do a transfer to a specific
HTTP origin ("hostA") with **Digest** authentication and then changing the
origin to a different one ("hostB") for a second transfer, reusing the same
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handle, makes libcurl wrongly pass on the ~Authorization:™ header field
meant for "hostA", to "hostB".
CVE-2026-8286 - A vulnerability exists where a new transfer that uses
STARTTLS to upgrade the connection might reuse an existing live
connection even though the TLS configuration mismatches so it should not.
CVE-2026-8458 - libcurl might in some circumstances reuse the wrong
connection when asked to do Negotiate-authenticated ones, even when they
are set to use different 'services'. libcurl features a pool of recent connections
so that subsequent requests can reuse an existing connection to avoid
overhead. When reusing a connection a range of criteria must be met. Due to
a logical error in the code, a request that was issued by an application could
wrongfully reuse an existing connection to the same server that was
authenticated using different services.
CVE-2026-8924 - A flaw in curl’s cookie parsing logic allows a malicious
HTTP server to set 'super cookies' that bypass the Public Suffix List check.
This enables an attacker-controlled origin to inject cookies that curl
subsequently scopes and transmits to unrelated third-party domains.
CVE-2026-8927 - When reusing a libcurl handle for sequential transfers
driven by environment-variable proxy configuration, libcurl fails to clear the
proxy authentication state between requests. Specifically, if the initial transfer
authenticates against "proxyA" using Digest auth, a subsequent transfer routed
through "proxyB" erroneously leaks the "Proxy-Authorization:™ header
intended solely for "proxyA".
CVE-2026-8932 - libcurl would reuse a previously created connection even
when some mTLS config related option had been changed that should have
prohibited reuse. libcurl keeps previously used connections in a connection
pool for subsequent transfers to reuse if one of them matches the setup.
However, some TLS settings related to client certificates were left out from
the configuration match checks, making them match too easily. In particular
options related to the private key.
CVE-2026-9547 - When a libcurl-based application performs transfers via
"SCP://" or "SFTP://" and utilizes the "'CURLOPT_SSH_KEYFUNCTION"
callback, it may silently accept an untrusted server. This vulnerability occurs
when a server presents a host key type that does not match the specific key
type already recorded for that host in the "known_hosts" file. Instead of
rejecting the mismatch, the callback mechanism fails to properly enforce the
restriction, allowing the connection to succeed without warning and risking a
potential man-in-the-middle attack.

Affected Products and Versions
Affected Product(s) Version(s)
AIX 7.3

Link

*  Multiple vulnerabilities impact AIX due to OpenSSL
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Vulnerabilities in OpenSSL could cause denial of service (CVE-2026-9076,
CVE-2026-42767, CVE-2026-42766), heap buffer overflow (CVE-2026-7383),
crash and heap corruption (CVE-2026-45447), forge authentication (CVE-2026-
45446), loss of confidentiality (CVE-2026-45445), credential exposure (CVE-2026-
42770), bypass integrity protection (CVE-2026-34182), and heap buffer over-read
(CVE-2026-34180). OpenSSL is used by AIX as part of AIX's secure network
communications.
Vulnerability Details
CVE-2026-34180 - Issue summary: Parsing a crafted DER-encoded ASN.1
structure with a primitive element whose content exceeds 2 gigabytes in
length may cause a heap buffer over-read on 64-bit Unix and Unix-like
platforms. Impact summary: The heap buffer over-read may crash the
application (Denial of Service) or to load into the decoded ASN.1 object
contents of memory beyond the end of the input buffer. More typically such
ASN.1 elements would instead be truncated. An integer truncation in
OpenSSL's ASN.1 decoder causes the content length of an ASN.1 primitive
element to be mishandled when it exceeds 2 gigabytes. In the worst case the
truncated length is treated as a request to scan the binary content for a
terminating zero byte, possibly causing OpenSSL to read either less than or
beyond the end of the allocated buffer. Applications that pass attacker-
supplied data to d2i_X509(), d2i_PKCS7(), or any other d2i_* decoding
function are affected. OpenSSL's own command-line tools are not vulnerable,
as data read through the BIO layer is checked before it reaches the affected
code. The issue only affects 64-bit Unix and Unix-like platforms; 32-bit
platforms and 64-bit Windows are not affected. The FIPS modules in 4.0, 3.6,
3.5, 3.4 and 3.0 are not affected by this issue, as the affected code is outside
the OpenSSL FIPS module boundary.
CVE-2026-34182 - Issue Summary: Cryptographic Message Services (CMS)
processing fails to perform sufficient input validation on the cipher and tag
length fields of AuthEnvelopedData containers, leading to various potential
compromises. Impact Summary: Attackers making use of these vulnerabilities
may achieve key-equivalent functionality for a given CMS recipient and/or
bypass integrity validation for a given message. In one use case, an attacker
may send a CMS message containing AuthEnvelopedData with the cipher
specified as a non-AEAD cipher. OpenSSL erroneously allows this selection,
and attempts to decrypt and validate the message. An on-path attacker who
captures one legitimate AES-GCM AuthEnvelopedData addressed to the
victim can re-emit it with the recipientInfos set left byte-for-byte intact, so the
victim's private key still unwraps the genuine CEK (the content-encryption
key), but with the inner OID rewritten to AES-256-OFB (Output Feedback
Mode, an unauthenticated keystream mode) and with an attacker-chosen IV
and ciphertext. The victim initializes AES-256-OFB under the real CEK,
never consults the MAC field, and CMS_decrypt() returns success. If the
application under attack responds to the attacker with any indicator showing
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success or failure of the decryption effort, it is possible for the attacker to use
this as an oracle to obtain key equivalent functionality for the CEK used for
the chosen recipient of the message. In another use case, an attacker can
reduce the tag length of the chosen AEAD cipher for a given
AuthEnvelopedData container to be a single byte long, allowing an attacker
to brute force CMS decryption, producing an integrity bypass for applications
that trust CMS_decrypt() to reject modified content. The FIPS modules are
not affected by this issue.

CVE-2026-42766 - Issue summary: A specially crafted password-encrypted
CMS message can trigger a NULL pointer dereference during CMS
decryption. Impact summary: This NULL pointer dereference leads to an
application crash and a Denial of Service. The CMS
PasswordRecipientInfo.keyDerivationAlgorithm field is defined as
OPTIONAL in the ASN.1 specification and may therefore be absent in
specially crafted inputs. During the password-based CMS decryption the
OpenSSL CMS implementation dereferences this field without first checking
whether it was present. An attacker who supplies such a CMS message to an
application performing password-based CMS decryption can trigger an
application crash, leading to a Denial of Service. Applications that process
password-encrypted CMS messages may be affected. The FIPS modules in
4.0, 3.6, 3.5, 3.4, and 3.0 are not affected by this issue, as the affected code is
outside the CVE-2026-42767 - Issue summary: An attacker-controlled CMP
(Certificate Management Protocol) server could trigger a NULL pointer
dereference in a CMP client application. Impact summary: A NULL pointer
dereference causes a crash of the application and a Denial of Service. An
attacker controlling a CMP server (or acting as a man-in-the-middle) could
craft a CMP response containing a CRMF (Certificate Request Message
Format) CertRepMessage with an EncryptedValue structure where the
symmAlg field has an algorithm OID but no parameters field. When the
OpenSSL CMP client processes this response, the NULL dereference occurs,
causing a crash of the CMP client. Applications that process untrusted
CMP/CRMF messages may be affected. The FIPS modules in 4.0, 3.6, 3.5,
3.4, and 3.0 are not affected by this issue, as the affected code is outside the
OpenSSL FIPS module boundary.

CVE-2026-45445 - Issue summary: When an application drives an AES-OCB
context through the public EVP_Cipher() one-shot interface, the application-
supplied initialisation vector (IV) is silently discarded. Impact summary:
Every message encrypted under the same key uses the same effective nonce
regardless of the IV supplied by the caller, resulting in (key, nonce) reuse and
loss of confidentiality. If the same code path is used to compute the
authentication tag, the tag depends only on the (key, IV) pair and not on the
plaintext or ciphertext, allowing universal forgery of arbitrary ciphertext from
a single captured message. OpenSSL provides two ways to drive a cipher: the
documented streaming interface (EVP_CipherUpdate / EVP_CipherFinal_ex)
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and a lower-level one-shot, EVP_Cipher(), whose documentation explicitly
recommends against use by applications in favour of EVP_CipherUpdate()
and EVP_CipherFinal_ex(). The OCB provider's streaming handler flushes
the application-supplied IV into the OCB context before processing data; the
one-shot handler did not. Every call to EVP_Cipher() on an AES-OCB
context therefore ran with the all-zero key-derived offset state left by cipher
initialisation, regardless of the caller's IV. If EVP_EncryptFinal_ex() is
subsequently used to obtain the authentication tag, the deferred I'V setup runs
at that point and clears the running checksum that should have been
accumulated over the plaintext. The resulting tag is a function of (key, IV)
only and verifies against any ciphertext produced under the same (key, [V)
pair. The OpenSSL SSL/TLS implementation is not affected: AES-OCB is not
a TLS cipher suite, and libssl does not call EVP_Cipher() in any case.
Applications that drive AES-OCB through the documented streaming AEAD
API (EVP_CipherUpdate / EVP_CipherFinal_ex) are not affected. Only
applications that combine the AES-OCB cipher with the EVP_Cipher() one-
shot API are vulnerable. The FIPS modules in 4.0, 3.6, 3.5, 3.4 and 3.0 are
not affected by this issue, as AES-OCB is outside the OpenSSL FIPS module
boundary.

CVE-2026-45446 - Issue summary: The implementations of AES-SIV (RFC
5297) and AES-GCM-SIV (RFC 8452) mishandle the authentication of AAD
(Additional Authenticated Data) with an empty ciphertext allowing a forgery
of such messages. Impact summary: An attacker can forge empty messages
with arbitrary AAD to the victim's application using these ciphers. AES-SIV
(RFC 5297) and AES-GCM-SIV (RFC 8452) are nonce-misuse-resistant
AEAD modes: they accept a key, nonce, optional AAD (bytes that are
authenticated but not encrypted), and plaintext, and produces ciphertext plus a
16-byte tag. On decrypt, EVP_DecryptFinal_ex()" is documented to return
success only if the tag is verified succesfully. In OpenSSL's provider
implementation of these ciphers, the expected tag is computed only when
decryption function is invoked with non-empty data. If the caller supplies
AAD and then calls "EVP_DecryptFinal_ex()" without invocation of the
ciphertext update, which can happen when the received ciphertext length is
zero, the tag is never recalculated and still holds its all-zeros value. When
AES-GCM-SIV is used, an attacker who sends arbitrary AAD, empty
ciphertext, and all-zeros tag passes authentication under any key they do not
know, single-shot. When AES-SIV is used, for mounting the attack it's
necessary for the application to reuse the decryption context without resetting
the key. AES-SIV is implemented since OpenSSL 3.0. AES-GCM-SIV is
implemented since OpenSSL 3.2. No protocols implemented in OpenSSL
itself (TLS/CMS/PKCS7/HPKE/QUIC) support either AES-GCM-SIV or
AES-SIV. To mount an attack, the applications must implement their own
protocol and use the EVP interface. Also they must skip the ciphertext update
when a message with an empty ciphertext arrives. The FIPS modules in 4.0,
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3.6, 3.5, 3.4, and 3.0 are not affected by this issue, as these algorithms are not
FIPS approved and the affected code is outside the OpenSSL FIPS module
boundary.

CVE-2026-45447 - Issue summary: A specially crafted PKCS#7 or S/MIME
signed message could trigger a use-after-free during PKCS#7 signature
verification. Impact summary: A use-after-free may result in process crashes,
heap corruption, or potentially remote code execution. When processing a
PKCS#7 or S/MIME signed message, if the SignedData digestAlgorithms
field is present as an empty ASN.1 SET, OpenSSL may incorrectly free a
caller-owned BIO during PKCS7_verify(). A subsequent use of the BIO by
the calling application results in a use-after-free condition. In the common
case this occurs when the application later calls BIO_free() on the BIO
originally passed to PKCS7_verify(). Depending on allocator behavior and
application-specific BIO usage patterns, this may result in a crash or other
memory corruption. In some application contexts this may potentially be
exploitable for remote code execution. Applications that process PKCS#7 or
S/MIME signed messages using OpenSSL PKCS#7 APIs may be affected.
Applications using the CMS APIs for this processing are not affected. The
FIPS modules in 4.0, 3.6, 3.5, 3.4, and 3.0 are not affected by this issue, as
the affected code is outside the OpenSSL FIPS module boundary.
CVE-2026-7383 - Issue summary: A signed integer overflow when sizing the
destination buffer for Unicode output in ASN1_mbstring_ncopy() can lead to
a heap buffer overflow. Impact summary: A heap buffer overflow may lead to
a crash or possibly attacker controlled code execution or other undefined
behaviour. In ASN1_mbstring_copy() and ASN1_mbstring_ncopy() the
destination size for Unicode output is computed in a signed int: by left shift of
the input character count for BMPSTRING (UTF-16) and
UNIVERSALSTRING (UTF-32), and by summing per-character byte counts
for UTF8STRING. The calculation overflows when the input reaches around
230 characters. In the worst case (UNIVERSALSTRING at 2A30 characters)
the size wraps to zero, OPENSSL_malloc(1) is called, and the subsequent
character copy writes several gigabytes past the one-byte allocation. X.509
certificate processing routes through ASN1_STRING_set_by_NID(), whose
DIRSTRING_TYPE mask excludes UNIVERSALSTRING and whose per-
NID size limits cap the input length; no network protocol or certificate-
handling path in OpenSSL exercises the overflow. Triggering the bug requires
an application that calls ASN1_mbstring_copy() or ASN1_mbstring_ncopy()
directly, or registers a custom string type via ASN1_STRING_TABLE_add(),
with attacker-controlled input on the order of half a gigabyte or more. For
these reasons this issue was assigned Low severity. The FIPS modules in 4.0,
3.6, 3.5, 3.4 and 3.0 are not affected by this issue, as the affected code is
outside the OpenSSL FIPS module boundary.

CVE-2026-9076 - Issue summary: When CMS password-based decryption
(RFC 3211 / PWRI key unwrap) processes attacker-supplied CMS data, an
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attacker-chosen stream-mode KEK cipher can trigger a heap out-of-bounds
read in kek_unwrap_key(). Impact summary: A heap buffer over-read may
trigger a crash which leads to Denial of Service for an application if the input
buffer ends at a memory page boundary and the following page is unmapped.
There is no information disclosure as the over-read bytes are not revealed to
the attacker. The key unwrapping function performs a check-byte test as
specified in the RFC that reads 7 bytes from a heap allocation that is based on
the wrapped key length from the message. There is a minimum length check
based on the block length of the wrapping cipher. However the cipher is
selected from an OID carried in the attacker's PWRI keyEncryptionAlgorithm
with no requirement that the cipher be a block cipher. When an attacker
selects a stream-mode cipher the guard will be ineffective and the allocated
buffer containing the unwrapped key can be too small to fit the check-bytes
specified in the RFC and a buffer over-read can happen. Applications calling
CMS_decrypt() or CMS_decrypt_set1_password() (equivalently openssl cms
-decrypt -pwri_password ...) on untrusted CMS data are vulnerable to this
issue. No password knowledge is required: the over-read happens during the
unwrap attempt before any authentication succeeds. The over-read is limited
to a few bytes and is not written to output, so there is no information
disclosure. Triggering a crash requires the allocation to border unmapped
memory, which is unlikely with the normal allocator. The FIPS modules are
not affected by this issue.

Affected Products and Versions

Link

Affected Product(s) Version(s)

AIX 7.2
AIX 7.3
VIOS 4.1

Multiple vulnerabilities in python affects AIX/VIOS.
Integer overflow and use after may cause memory corruption and denial of service.
Vulnerability Details

CVE-2026-56403 - libexpat before 2.8.2 has an integer overflow in storeAtts.
CVE-2026-56404 - libexpat before 2.8.2 has an integer overflow in
addBinding.

CVE-2026-56405 - libexpat before 2.8.2 has an integer overflow in
getAttributeld.

CVE-2026-56406 - libexpat before 2.8.2 has an integer overflow in
XML._ParseBuffer because it lacked a check that was present in XML_Parse.
CVE-2026-56407 - libexpat before 2.8.2 has an integer overflow in doProlog
that is related to storeEntity Value and entity textLen.

CVE-2026-56408 - libexpat before 2.8.2 has an integer overflow in
copyString.
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CVE-2026-56412 - libexpat before 2.8.2 does not consider
XML_TOK_DATA_CHARS in doCdataSection and thus lacks handler call
depth tracking for various calls from within handlers in cases of a policy
violation. Thus, a use-after-free can occur. NOTE: this issue exists because of
an incomplete fix for CVE-2026-50219.

Affected Products and Versions
Affected Product(s) Version(s)
AIX 7.3
VIOS 4.1

The vulnerabilities in the following filesets are being addressed:

key_fileset = osrcaix

Fileset Lower Level Upper Level
python3.9.base 3.9.0.0 3.9.24.0
python3.11.base 3.11.0.0 3.11.15.0

Link

Vulnerability in BIND affects AIX/ VIOS.
CVE-2026-3592: Resolver queries a specially crafted zone containing self-pointed
glue records, causing disproportionate resource consumption. CVE-2026-5946:
Specially crafted DNS messages using non-IN classes (e.g., CHAOS, HESIOD,
ANY, NONE) trigger assertion failures, terminating the named process.
Vulnerability Details
CVE-2026-3592 - BIND resolvers are vulnerable to an amplified resource
consumption/exhaustion attack. If a victim resolver makes a query to a
specially crafted zone, the resolver will consume disproportionate resources.
This issue affects BIND 9 versions 9.11.0 through 9.16.50, 9.18.0 through
9.18.48, 9.20.0 through 9.20.22, 9.21.0 through 9.21.21, 9.11.3-S1 through
9.16.50-S1, 9.18.11-S1 through 9.18.48-S1, and 9.20.9-S1 through 9.20.22-
S1.
CVE-2026-5946 - Multiple flaws have been identified in "named" related to
the handling of DNS messages whose CLASS is not Internet ('IN") — for
example, ‘CHAOS" or "HESIOD", or DNS messages that specify meta-
classes CANY  or 'NONE) in the question section. Specially crafted
requests reaching the affected code paths — recursion, dynamic updates
(UPDATE"), zone change notifications (NOTIFY"), or processing of "IN -
specific record types in non-"IN" data — can cause assertion failures in
‘named . This issue affects BIND 9 versions 9.11.0 through 9.16.50, 9.18.0
through 9.18.48, 9.20.0 through 9.20.22, 9.21.0 through 9.21.21, 9.11.3-S1
through 9.16.50-S1, 9.18.11-S1 through 9.18.48-S1, and 9.20.9-S1 through
9.20.22-S1.
Affected Products and Versions
Affected Product(s) Version(s)
AIX 7.3
AIX 7.2
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VIOS 4.1
Link

Multiple vulnerabilities impacts AIX due to cURL libcurl (CVE-2026-1965,

CVE-2026-3783, CVE-2026-3784)

Multiple vulnerabilities in the curl/libcurl are related to unauthorized access.

Vulnerability Details
CVE-2026-1965 - libcurl can in some circumstances reuse the wrong
connection when asked to do an Negotiate-authenticated HTTP or HTTPS
request. libcurl features a pool of recent connections so that subsequent
requests can reuse an existing connection to avoid overhead. When reusing a
connection a range of criterion must first be met. Due to a logical error in the
code, a request that was issued by an application could wrongfully reuse an
existing connection to the same server that was authenticated using different
credentials. One underlying reason being that Negotiate sometimes
authenticates *connections* and not *requests*, contrary to how HTTP is
designed to work. An application that allows Negotiate authentication to a
server (that responds wanting Negotiate) with "userl:password1l™ and then
does another operation to the same server also using Negotiate but with
“user2:password2” (while the previous connection is still alive) - the second
request wrongly reused the same connection and since it then sees that the
Negotiate negotiation is already made, it just sends the request over that
connection thinking it uses the user2 credentials when it is in fact still using
the connection authenticated for userl... The set of authentication methods to
use is set with 'CURLOPT_HTTPAUTH . Applications can disable libcurl's
reuse of connections and thus mitigate this problem, by using one of the
following libcurl options to alter how connections are or are not reused:
"CURLOPT_FRESH_CONNECT", 'CURLOPT_MAXCONNECTS" and
"CURLMOPT_MAX_HOST_CONNECTIONS" (if using the curl_multi
API).
CVE-2026-3783 - When an OAuth2 bearer token is used for an HTTP(S)
transfer, and that transfer performs a redirect to a second URL, curl could
leak that token to the second hostname under some circumstances. If the
hostname that the first request is redirected to has information in the
used .netrc file, with either of the "'machine’ or "default’ keywords, curl would
pass on the bearer token set for the first host also to the second one.
CVE-2026-3784 - curl would wrongly reuse an existing HTTP proxy
connection doing CONNECT to a server, even if the new request uses
different credentials for the HTTP proxy. The proper behavior is to create or
use a separate connection.

Affected Products and Versions
Affected Product(s) Version(s)
AIX 7.3

Levels affected
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Fileset Lower Level Upper Level KEY
oss.lib.libcurl 7.79.1.0 7.79.1.0 key_w_fs
oss.lib.libcurl 8.1.2.0 8.1.2.0 key_w_fs
oss.lib.libcurl 8.5.0.0 8.5.0.2 key_w_fs
Link
HMC alerts:

* Vulnerability in openssh library (CVE-2026-35387) affects Power HMC.

The openssh library is used by Power Hardware Management Console (HMC). HMC

has addressed the applicable CVE.

Vulnerability Details
CVE-2026-35387 - OpenSSH before 10.3 can use unintended ECDSA
algorithms. Listing of any ECDSA algorithm in PubkeyAcceptedAlgorithms
or HostbasedAcceptedAlgorithms is misinterpreted to mean all ECDSA
algorithms.

Affected Products and Versions
Affected Product(s) Version(s)
HMC V10.3.1050.0 V10.3.1050.0 - V10.3.1064.0
HMC V11.1.1110.0 V11.1.1110.0 - V11.1.1112.0

Link

* Vulnerabilities in kernel library (CVE-2025-68724, CVE-2026-31431) affect

Power HMC.

The kernel library is used by Power Hardware Management Console (HMC). HMC

has addressed the applicable CVEs.

Vulnerability Details
CVE-2025-68724 - In the Linux kernel, the following vulnerability has been
resolved: crypto: asymmetric_keys - prevent overflow in
asymmetric_key_generate_id Use check_add_overflow() to guard against
potential integer overflows when adding the binary blob lengths and the size
of an asymmetric_key_id structure and return ERR_PTR(-EOVERFLOW)
accordingly. This prevents a possible buffer overflow when copying data
from potentially malicious X.509 certificate fields that can be arbitrarily
large, such as ASN.1 INTEGER serial numbers, issuer names, etc.
CVE-2026-31431 - In the Linux kernel, the following vulnerability has been
resolved: crypto: algif_aead - Revert to operating out-of-place This mostly
reverts commit 72548b093ee3 except for the copying of the associated data.
There is no benefit in operating in-place in algif_aead since the source and
destination come from different mappings. Get rid of all the complexity
added for in-place operation and just copy the AD directly.

Affected Products and Versions
Affected Product(s) Version(s)
HMC V10.3.1050.0 V10.3.1050.0 - V10.3.1064.0

Page 13 of 15 oS IBM Champion

They’re leaders.



https://www.ibm.com/support/pages/node/7278705
https://www.ibm.com/support/pages/node/7278678

Belisama

HMC V11.1.1110.0 V11.1.1110.0 - V11.1.1112.0
Link

* Vulnerability in libxml2 library (CVE-2025-9714) affects Power HMC.
The libxml2 library is used by Power Hardware Management Console (HMC). HMC
has addressed the applicable CVE.

Vulnerability Details
CVE-2025-9714 - Uncontrolled recursion in XPath evaluation in libxml2 up
to and including version 2.9.14 allows a local attacker to cause a stack
overflow via crafted expressions. XPath processing functions
“xmlXPathRunEval’, "xmlXPathCtxtCompile’, and "xmlXPathEvalExpr
were resetting recursion depth to zero before making potentially recursive
calls. When such functions were called recursively this could allow for
uncontrolled recursion and lead to a stack overflow. These functions now
preserve recursion depth across recursive calls, allowing recursion depth to be
controlled.

Affected Products and Versions
Affected Product(s) Version(s)

HMC V10.3.1050.0 V10.3.1050.0 - V10.3.1064.0
HMC V11.1.1110.0 V11.1.1110.0 - V11.1.1112.0
Link
GPEFS / Scale alerts:

* A vulnerability that can affect IBM Storage Scale System and TPM is now fixed

in Storage Scale System 6.2.3.6 and 7.0.1.0 or higher
The following vulnerability, which can affect IBM Storage Scale System and TPM
could provide weaker-than-expected security, is now fixed in Storage Scale System
6.2.3.6 and 7.0.1.0 or higher (CVE-2025-2884)
Vulnerability Details
CVE-2025-2884 - TCG TPM2.0 Reference implementation's CryptHmacSign helper
function is vulnerable to Out-of-Bounds read due to the lack of validation the
signature scheme with the signature key's algorithm. See Errata Revision 1.83 and
advisory TCGVRT0009 for TCG standard TPM2.0
Affected Products and Versions

Affected Product(s) Version(s)

IBM Storage Scale System 6.2.0.0 - 6.2.3.5

IBM Storage Scale System 7.0.0.0 - 7.0.0.2
Link

*  Vulnerability in Linux kernel crypto subsystem could allow local privilege
escalation (CVE-2026-31431)
IBM Storage Scale Systems is affected by a security vulnerability identified in the
Linux kernel's cryptographic interface (CVE-2026-31431) that could allow a local
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user with low privileges to escalate to root privileges. The vulnerability has a CVSS
score of 7.8 (High) and requires local system access to exploit on RHEL 8 and 9.
Vulnerability Details
CVE-2026-31431 - In the Linux kernel, the following vulnerability has been
resolved: crypto: algif aead - Revert to operating out-of-place This mostly reverts
commit 72548b093ee3 except for the copying of the associated data. There is no
benefit in operating in-place in algif_aead since the source and destination come
from different mappings. Get rid of all the complexity added for in-place operation
and just copy the AD directly.
Affected Products and Versions

Affected Product(s) Version(s) (RHEL8 and RHELY platforms only)

IBM Storage Scale System 6.1.0.0 - 6.1.9.8

IBM Storage Scale System 6.2.0.0 - 6.2.3.5

IBM Storage Scale System 7.0.0.0 - 7.0.0.2
Link
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